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This symposium i's an appropriata place, I believe, to‘ lay out some
thoughts that all of us--scientists and public servants—-should consider.
Thase thoughts, as wall as the ensuing dialogue today and T'ater. nm "hel'p.
us recall how much we hive n commor and alsc help us remember that natfomal
secuﬁty and scientific interests can best be advanced through a joint effort. -
The fact is that we do have a swstant'lal amount of cosson ground and experi- h -;
ence--both in our separate fields, and in our jofnt work, to protect this .
nation and to further science. |
mmughout the world today mry nation's progress and smﬂty are
tied up with sc'lem:n and tochnology Some would say that fact is a curse
of the mdlrn age; others would say it is our salvation. Tedmicﬂ infomt'!on
has given us tht means to destroy civﬂizat‘lon or, at Teast, revert it to tho
Dark Ages. At the same time, science and technology have made 1{fe safer and
bountiful, given us tools to understand better the universe in which ve live,
and ‘provided the weapons and intelligence systems to help us defend our
nation. ' | | .
There is an overlap between technical information and national security
which inevitably produces tension. This tenéion results from the scientist’s
desire for unconstrained researth and publiication, on the one hand, and the
federal government's need to protect certain information from potential
foreign adversaries who might use that infor’llﬁzt‘lon against this nation. Both ' ‘ | -
.-are powerful fdrces, thus it should not be a2 surprise that finding a workable
and just balance between them is quite difficult. But finding this balance
" jis essential, for we must simuitanmeously ‘protect the nation and protect the

individual rights of scientists--both as academicians and citizens.
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This tension is accentuated when scientists are emoloyed by the federal
government directly, or work for the government indirectly in their own
offices with federal research funds. §ome of this ubrk“is done on Qubjects
which directly affect the nation's sacurity—-eig., its defense, diplomcy,
and intelligence efforts. The federal government has always conducted these
activities on behalf of our society for several reasons. IF is far more |
convenient for the federsl government to provide for the common good.
Irreversible and significant harm--to the nation as a whole, and to its -

| éiﬁm—-qftm 1s threstendd and this fact is a stimulus for the federal
goverrment to act. o , - |
_ There are cases where 1nferpiay has occurred betwaen science and the
~ natfonal security, intsrests. One of the-most obvious, of course, s the
—- Manhattan Project of Norld War II im which the First nuclear weapons were
‘created and tested. Ancther is the development of "national technical means®
to monitor foreign compliance with imtermational arms cantrol accnrd#. Science °
and national security have a symbiotic relationship-—each genef1ttjng from the |
intarests, concerns, and contributions of the other. In light of the Tong
history of that relationship, the suggestion is hollow that science might
{or should somehdu) be kept apart from national security concerns, or that
~ national security concerns should not have an impact on "scientific frsedom.”

The need in today’'s world for protection of some information, for secracy

is eclear--I believe--to any fair observer. Protection of the informatiom
;‘necessary'to safeguar& our society, 'and to conduct our*internatiqpal affairs,

must occur. ‘Nithin:the-federal:government,. there is a system established by

Executive Order to assass the expescted damage, shﬁuld certain information come

into the hands of foreign enemies, and--based on that assessment--to control
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access to that information so as to prevent any such exposure. This exposure

potentially could accur through- public release of the data, or from the
succassfyl clandestine actt H.tl‘es of the agents of foreign iritel'lfgem

- services.- T

And we shou'ld make no l;rlstake, foreign 1nta'l1*igence services--among

other entities of foreign govermmts—are collecting al! types of information

in the U.S. Specific data on tcchn'ical sub.fects 1s high on the wantad 1ist -

- of every lndor foreign 1nto'l1igm service and for good reason. The U.S-

is a 1ud¢r in nny-if not most--technical areas. and tachnical data can _
'enhanco a nat‘lon s 1n1:nmtfom1 strangth. In tems of harm to tho natfonal
interest, it-makes 1ittle difference whether the data is copied from techical

journals in a Tibrary or givqn- aay by a member of our socfaty to an agent.of
a foreign power. ' | '
A different source.of tension arises when scientists, completely sep;mte

from the federal government, conduct research in areas where the federal

government has an obvious and preel'fnent role for soctety as a whole. One

example is the design of advanced weapons, especially nuclear ones. Another

is cryptography. While nuclear weapons and éryptngraphy are heavily dependent

on theolret*ical mathematics, there is no public business ma.'rkéf 'for nuclear

. weapons. Such a market, however, does exist for cryptographic concepts and

gear to protect certain types of business communications.

- Research into cryptography is an area of special, long-standing concern -

“'to 'ne. “"When I was Director of the Naticnal Security Agency; I started~d +-~ = ---
i'ai'afi‘dgifé"‘td' find a  common ground:regarding cryptography between-sciemtifig—~ - o "ww -

freedom and national security. Considerable effort has gone into that dialogue,

3
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by both scientists and public servants, and I think the results so far have
been reasonabie and fair.’ Cryptolagic research in the businass and acadewic

. arenas, no matter how useful, rm*ins redundant to the necessw efforts of
the ‘fedaral goverrmt to protact ts own communications. I still am concerned
that 1nd1scr1m'lnatc pub'!'lcation of the results of that nseardt will come

" to the atunt'ton of fon‘lgn govemnts and entities and, thereby could cause
fmversﬂne and ulmnussary ham to U.S. national security 1mmts.
‘ There are, ‘in addition, other fields where publication of certain technical
information could affect thc nat‘lonﬂ security in a harmful way. Examples
include computer hardwars and software, other electronic gear and tecthuu.
lasers, crop projections, and menufacturing procedum

I think it should also be pointed out that scientists' blanket claims of

scientific freedom are-sol-uh,at'd'lsfngem.-nous in light of the amngm& that

"academicians routinely make with private, corporate sources of funding. For
‘ d

‘example, academicians do not sm to have any serious difficulty with restrictions .-

on publications that ar‘!se from a corporate concern for trade secrat protection.
" The strong negat'ive reaction from some scientists, over the issue of protecting |
certain technical information for national security reasons, seems tgo be basad
largely on :he fact that the federal government, rather than a corporation, is
the source of the restriction. ;et this would ;ifestme that the corporats, -
commercial interests somehow rise to a higher level than do natfonz.:;{ security

concerns. - [ could not disagree more strong]y; :

aefT anve o *Sctentists and engineérs- have served-our society spectacularlyrin peace. -oa,

the results for validatiom by others and for ‘use by all mankind~-are essential
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to the gmfh and development of science. Both our nat'tqna‘l security and our
economtic development rely heavily on these features. Restrictions on sclence
and technology should only be considered for the most serfous of reasans.

But nowhere in the sciénﬁﬁc’ athos is t’lEfF any requirement that "
restrictions cannot, or shauld not--when necessary,;be_ placedon science.
Scientists do not fmmunize themselves. from soci-ai respdnsfbﬂity'simpix
becausa they are cng.agod in a sctentific pursuit. Soc'!'et} has‘ r;ucogﬁizld
over time that cartain kinds of sdqnt*!ﬂc enquiry can endnngor society as 2 _

_ whole and has appiied eithcr directly, or through scientific/ethical comtre'lnts,.
restrictions on the kind and amount of research that can be done in those areas. |
The fact is that restrictions exist today on.-sdence and -technology; for_mlm'le.
in conducting medical experiments on human subjects, in safeguards on handling

.- and storing rad‘loact'fw materials, in controlling some rue&rch on geno-splidng,.
in protect‘!ng proprfetary manufacturing processes, and.in requiring peer n\r!ew
before publication of the results of scigntiﬁc research. Som of these "

restrictions are common sense, some are federal requirements, some are simply

good business, and some aré gdod science. ,

Mbreover, in 1952 Cbngréss gave an exampie of its willingness to act

ﬁhen it passed the _Patent Sécrecy Act. This law directs prﬁcedures 1o ensure_

that public disclosure of inventfons, which would be detrimental to the national

security, does not occur. Such inventions are secret and are afforded appropriate

protection. Equally important, this law .is not totaily one-sided in favor of

. * ot I1 PRl
A b m i A i
--'-h-—'“ﬁ ot

"= goverAment.:The: aw:-astablished: appeal procedures and a mandatory review process,. .-: . s

ot

* Little use of-this’ law has-béen-necessary, except .in the last.few years-and then. . . @s-.. -

¥ ‘not fae Jar‘\g:-r‘-‘Thé' law.is obviously not popular with all ul'homit. requlates,. but - ...

it has for thirty years now provided a precadent ©r2 legislative solution to
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the quastion of privats versus public interest. _

One sometimes hears the view that publication should not be mstrrlned.
because "the govermmt has not made fts case,” almost always refen-lng to

the absaence of specific dotaﬂ for public cnnsunpt‘l on. This reason'ing is

circular and unreasonable. It stems from a basic att'ltude that the govern- .

ment and its public servants cannot be trusted. Specific details aboutnhy S

information mt be proucted are m often than not even .more sens'ft'lve

than the basic tedmfcal information itself. * PubTishing exuphs, reasm,
and associated details would certainly damage the mation's 1ntlrosts. Pubtic
review and d'lscuss'lon_, of classified information which supports dec'ls'!ons, 1$

not feasible or workable. | o I

In contnst;. it 1s a fact that in today’s world Congressicnal reviews h _
of sensitive Executive Branch decisions ars feasible and workable. The existence,

" and the procssses, of such reviews are intentional. I.do not think it is harmful
to recognize that the federal governmént--particularly its intelligence agmdes;‘
have in fact made mistakes in the past on occasion, and suspicion of the actions
of the federal govermment in this regard is understandable if not always |
supportable. The donrinani fact of this new decade is thaﬁ there now exists
in the Congress a forum where assertions by the govarnment of secrscy needs
can and have been challenged and examined in a properly secure environment.

I-recognize that there is concern in some éircles that the suspension

of publication of some information, for national security reasons, means that

R Sl W

= ~such-informationiwill” never-be’pubkished. .The fact is, however, that natiomal ;.= . .-:;

. security concerns-to:protect information-will not--and do not--last forever.. ..... .gs w

T The féddral” govermment’s -stiucture”and procedures, though conservative and . ..-- TS

imperfect, do work. Sensitive information Idoes get released in due course.
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The Executive Order I mentioned aarlier, which requires protection .of information
through classification, also requires the eventual declassification o;f that same
information. For example, voluminous classified data from World War II has been
declassified and releésad--incl.udfng intell igence matarials which had extraordinary
sensitivity when they were acqufreq. Much of the stimulating effort for computer
science in this country came from éovémmnt sponsored and controlled classified
activity. There is in our ;ociéty 2 Tegitimats need and desire which [ accept
that history, whether palitical or‘sc'léntiﬁc. will be served sventually--even if
natfonal security requires that public disclosure, and persomal recognition,.have
to be postponed. ) ‘
_ Rather than a 'conf;ontation. between national security and science, [ belfeve

- that a wiser course is poss*lb‘le and that our jo1ﬁf search for that course cught
to be one af our goals. A potential balance between national security and science
may lie in an agreement o include in the peer review process (prior to the start
of research and prior to pibe'I‘cat'ion) ‘the q@sti& of potential harm to the nat'loﬁ.
The detafls of such-a system would-have to be resolved, of course, but coopentqlon_w.iﬂ
be bettar for all of us than confrontation. Iric'luded in such a system should bé goals
to simultanecusly preclude harm to U.S, national security and to impose no unreason-
able restrictions on scientific research, publication, or the use of-the results,
And when restrictions are judged necessary, speedy procedures for appeals, review,
and appropriate compensation should be inciuded. One example of this type of
process is that recommended in the Public Cryptography Study Group. It i$ not easy ' .
to create workable and just solutions that will simultaneously satisfy the wide- -~
ranging needs of nationmal secur;lty and science, but I believe it is necéssary before
significant harm does occur which could well prompt the federal government to

overreact.
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